Guide to Online Information Privacy
Browser Privacy
Web browsers have evolved into highly customizable software platforms capable of controlling and
protecting much of the information that flows between you and the parties you interact with online.
Modern browsers have an impressive array of privacy enhancing capabilities and options. They can, for
example, warn you before you visit suspicious or fraudulent websites and can also allow you to surf the
web without downloading tracking files like cookies* to your computer. Also, most browsers can inform
you when a website uses SSL, a security measure that encrypts your data. When a website uses SSL a
browser may indicate this to you by displaying a padlock icon (typically located on the bottom bar of your
browser) or by highlighting the website's name in green in the address bar. Click on the padlock icon or
the green-highlighted name in the address bar to view more information about the website's encryption
and certification.
*Cookies are small files stored on your computer by websites that you visit and applications you use
online that record your preferences or browsing activity. These files can be used to perform a number of
actions, like allowing a website to automatically populate a log-in box with your information when you
return or enabling online advertising networks to show you advertisements tailored to your perceived
interests. It’s important to understand that browser based privacy controls typically do not affect a specific
type of tracking technology known as “Flash cookies” (based on Adobe’s flash technology), whose
privacy controls are accessible on Adobe’s website.
Privacy Policies
Privacy policies communicate a site’s privacy practices to its visitors. These policies can be lengthy
documents, filled with language only readily comprehensible to lawyers. Given an increasing focus on
privacy, however, major sites are experimenting with way to make privacy notices more consumer
friendly and actionable. Taking the time to read a privacy policy in part or in whole to understanding the
data relationships that exist on the site will help you make informed decisions when using available
privacy controls on a site. View 1st Capital Bank’s Privacy Policy.
Email
Email has remained largely unchanged in the last decade. Methods of exploiting email, however, have
evolved significantly and protecting personal information in email environments has become more
challenging. In the past decade hacking has become more effective and phishing techniques, more
elaborate. Here are some strategies for protecting your privacy when using email:
1. Use email service providers with strong security and spam filters
Does your email service provider offer message encryption? Do they have robust spam filters? These are
questions to ask before signing up for a new email account. Three of the world’s most popular email
services, Microsoft Outlook, Yahoo Mail, and Gmail offer their users the ability to encrypt emails, which
prevents third parties from intercepting messages. If you use an email service provider that does not offer
built-in encryption capabilities you can use free email encryption protocols such as OpenPGP. Email
service providers will usually provide spam and phishing filters as well and it’s worth your while to
optimize their configuration to prevent unwanted emails from reaching your inbox. After all, the vast
majority of emails sent today are spam.

2. Exercise caution when opening emails
Be especially wary of emails sent from individuals or businesses you do not recognize. You should never
download attachments from unrecognized senders, as they are likely to contain viruses or malicious
software that can take over your computer and/or harvest your personal information. Another type of
malicious email practice known as “phishing” uses elaborate ruses to attempt to trick a recipient into
handing over personal information or money. Sometimes “phishers” will claim they have a large sum of
money that they need your help transferring or depositing and will reimburse you in exchange. Others
will claim they need you to “verify your account” or “confirm your billing information” by providing
them with the requisite personal information. A good rule of thumb for email is that if it sounds too good
be true or seems potentially fraudulent, it probably is and you should not download the attachment or
respond. Please note that 1st Capital Bank will never request identifying information, account
information, or Online Banking log in information via email.
Even emails sent from acquaintances or from allegedly legitimate businesses or entities can be malicious.
Viruses, for example, can take over your friend’s email account and automatically distribute malicious
messages to your friend’s email contacts. If you receive a suspicious email from an acquaintance or friend
asking for money or including an unexpected or odd attachment, first verify with the sender by phone or
in person that the email is legitimate. Similarly, scammers can impersonate legitimate entities like the IRS
or FBI and send fraudulent emails that appear to have been sent by the legitimate entity. If you receive
such a suspicious email you should verify with them by phone that the offer or inquiry is, in fact,
legitimate. The Federal Trade Commission operates a webpage educating consumers on the most recent
types of email fraud.
3. Use strong passwords and remember to sign-out
Setting a strong password is an important part of email privacy. As a rule of thumb, the more complex the
password, the better. Your password should include letters and numbers, make use of upper and lower
cases, and incorporate characters such as exclamation points and dollar signs. Microsoft provides a
helpful guide on setting strong passwords and a secure password strength checker. Also, remember to
sign out of an online service or account when you are finished with your session, especially if you are
using a public or shared computer. This will prevent others from being able to access your account, which
can still be open and signed in even after you have closed the browser.
Best Online Privacy Practices
1. Minimize personal information sharing
Often you will see a laundry list of data fields to enter various bits of personal information when signing
up for a new online service or account. Typically, only certain pieces of personal information are required
to register, sometimes noted with an asterisk (*). If you don’t trust the website with your personal
information there is no need to enter more information than which is required to use the service or sign-up
for an account.
2. Look for trustmarks on websites and verify their authenticity
There are several types of trustmarks that provide consumers with online assurances about a business’
integrity or practices. Security trustmarks, like those offered by Verisign and McAfee, demonstrate that a
website uses technological measures like encryption to protect your data. Reputation trustmarks, like

those provided by the Better Business Bureau, verify a business’ legitimacy and legal status. To verify
these seals’ authenticity you should always click on them and see that the verification page is hosted by
the respective company.
3. Use strong passwords and remember to sign-out
Setting a strong password is an important part of email privacy. As a rule of thumb, the more complex the
password, the better. Your password should include letters and numbers, make use of upper and lower
cases, and incorporate characters such as exclamation points and dollar signs. Microsoft provides a
helpful guide on setting strong passwords and a secure password strength checker. Also, remember to
sign out of an online service or account when you are finished with your session, especially if you are
using a public or shared computer. This will prevent others from being able to access your account, which
can still be open and signed in even after you have closed the browser.
4. Use anti-virus and anti-spyware protection
When browsing online you may intentionally download any number of files, such as desktop applications
and songs, and unintentionally download tracking files, some of which can be malicious. Ensuring your
computer has up-to-date anti-virus and anti-spyware software is an important part of protecting your
personal information online. Trojans and keystroke logging software can steal personal information from
your computer when you use the Internet.
5. Take advantage of browser privacy enhancing capabilities and options
Update your Web browser (Internet Explorer, Firefox, Safari etc.) to ensure that it’s the most recent
version so you can take full advantage of the included privacy features like ‘private browsing mode’.

